End-to-end Security in Multi-hop Web Services
Web services are XML based system integration technology which utilizes SOAP message to achieve heterogeneous system integration. In multi-hop web services, SOAP messages are sent from the initial sender to the ultimate receiver by passing through intermediaries along the message path. To provide the end-to-end confidentiality, XML Encryption is used to partially encrypt the message (Fig. 1) . The initial message sender partially encrypt the data which is secret to the intermediary. Because the intermediary cannot decrypt the encrypted data, the intermediary keeps it encrypted and passes it to the ultimate receiver. Because the data structure is changed by the partial encryption, the encrypted message is no longer valid with respect to the original schema definition. So, the problems occur regarding the processing of the schema validation and the data binding by the intermediary.
In this paper we discuss the two possible methods to solve these problems. We examined these methods by applying them to demonstration experiment of web services.
The Processing Methods for the Partially Encrypted Data
The first method is to transform the original schema definition to allow encrypted message (Fig. 2) . For example, it is accomplished by transforming the original schema to allow occurrence of the EncryptedData element instead of the encryption target element. Because the encrypted message is valid with respect to transformed schema, the intermediary can perform the schema validation and the unmarshalling using transformed schema. It took just 7 lines to change to generate to transformed schema in our experiment.s
The second method is to transform the received encrypted message so as to make it valid with respect to the original schema definition. In case that encryption target element is optional, it is accomplished by removing the EncryptedData element. We removed the EncryptedData element from the received message in our experiment. Also, we needed to attach the EncryptedData element to the sending message to ultimate receiver. It took about 300 steps to implement these processes ( Fig. 3 Message layer security is necessary to ensure the end-to-end security of web services. To provide the confidentiality against the intermediaries along the message path, XML Encryption is used to partially encrypt the message. Because the data structure is changed by the partial encryption, the encrypted message is no longer valid with respect to the original schema definition. So, the problems occur regarding the processing of the schema validation and the data binding by the intermediary. In this paper, we discuss the two possible methods to solve these problems. The first method is to transform the original schema definition. The second is to transform the received message. We examined these methods by applying them to demonstration experiment of web services. 
